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Annomayus. CTarbsi IPEACTABISIET 0030p KJIIOUEBBIX aCMEKTOB O0ecreueHus: 0€30MacHOCTH B
OTIepaIlMOHHOM cucTemMe Linux. AKTyalabHOCTH JaHHON pabOTHI 3aKJIIOUACTCS B TOM, YTO B CBETE
OBICTPOTO Pa3BUTHS TEXHOJOTUH U MOBBIIIEHHBIX YIpo3 B cepe HHPOPMALIMOHHON 0€301MacHOCTH,
ocoboe BHUMaHHE yaeseTcs MeXaHM3MaM, OOeCIeUMBAIOIIMM CTAOWIBHYIO 3alllUTy JIAHHBIX U
CHCTEMHBIX pecypcoB. CTaTbss HAYMHAETCS C PACCMOTPEHHUSI OCHOBHBIX IPUHIMIIOB 0€3011acHOCTH,
TaKMX Kak TPUHIMI HAUMEHBIIUX TPUBWIECTHA H OOECI€YeHHE JOCTyNa [0 MPUHIUITY
HeoOxonumocTu. Jlamee paccMaTpUBAIOTCS COBPEMEHHbBIE MEXAaHHU3Mbl ayTeHTH(QHUKALUU U
aBTOpHM3aluy, BKIodas poib Pluggable Authentication Modules u MHOromomab30BarenbCKUe
npaBuna Security-Enhanced Linux. Ocob6oe BHUMaHue ynensercss cucreMaM KOHTPOJIsS JIOCTYIIa,
BKJTIOYAsi MEXaHU3MBI YIIPABICHHUS NpaBaMH J0CTyNa K (ailnaMm uepes3 n3dupareabHOe yIpaBIeHUE
noctynoM (DAC) u manpatHoe ympasienue gocrynoM (MAC). Ananusupyrorcs OpaHAMayspbl
iptables u firewalld, xak KkitoueBble MHCTPYMEHTHI JUIsl oOecriedeHusi Oe30MacHOCTH CETEBOTO
B3auMojeiicTBus. CTaThsl TakKe OXBAaTBIBAET COBPEMEHHBbIE TEHICHLMH U BBI30OBBI B 00J1aCTH
6e3omacHocTH Linux, a Takyke 0030p mociaeaHuX OOHOBIIEHUH SA/pa U MIPOrPaMMHOT0 00eCIIeueHus!.
B urore unrarens MOTYYHT KOMILJIEKCHOE TPEACTaBICHHE O MEXaHM3Max OezomacHocTH B Linux,
YTO TO3BOJIUT €My NMPHUHHUMaTh MH(OPMHUPOBAHHBIE pemieHus A 3(PQPEeKTUBHOM 3aIIUTHl CBOMX
CHCTEM M JJaHHBIX.

Abstract. The article provides an overview of the key security aspects of the Linux operating
system. The relevance of this work lies in the fact that in light of the rapid development of
technology and increased threats in the field of information security, special attention is paid to
mechanisms that ensure stable protection of data and system resources. The article begins by
reviewing basic security principles such as the principle of least privilege and need-based access.
Next, we look at modern authentication and authorization mechanisms, including the role of
Pluggable Authentication Modules (PAM) and Security-Enhanced Linux (SELinux) multi-user
rules. Particular attention is paid to access control systems, including mechanisms for managing
access rights to files through the Discretionary Access Control (DAC) and Mandatory Access
Control (MAC). The iptables and firewalld firewalls are analyzed as key tools for ensuring
the security of network interactions. The article also covers current Linux security trends and
challenges, as well as an overview of the latest kernel and software updates. Ultimately, the reader
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will gain a comprehensive understanding of Linux security mechanisms, allowing him to make
informed decisions to effectively protect his systems and data.

Knrouesvie cnosa: nandpopmanronHas 6€30MacHOCTb, MEXaHU3MbI OE€30MaCHOCTH, MEXaHU3MBI
ayTeHTU(UKAIMK U aBTOpU3AlNH, U30UpaTeiIbHOe yIpaBiIeHUe AOCTYIIOM, MaHJaTHOE YIIpaBlIeHHE
JOCTYIIOM.

Keywords: information security, security mechanisms, authentication and authorization
mechanisms, discretionary access control, mandate access management.

Linux, kak OTKpbITas OlEpalMOHHas CUCTEMa, IPUBJIEKAeT BHUMAHNUE MHOTHUX I10JIb30BaTenen
CBOEH TMOKOCTBIO M CTa0MIbHOCTBIO. O/IHAKO, YTOOBI 00ECHeYUTh MOJHOLUEHHYIO 0€30acHOCTh B
CETeBOM B3aUMOJCHCTBHM M COXPAaHUTHh IEJIOCTHOCTh JAaHHBIX, HEOOXOJUMO BHHUMATEIBHO
HacTpauBaTh MEXaHU3Mbl 0€30IIaCHOCTH. B naHHOM cTaTrhe pacCMOTPEHbl OCHOBHBIE NMPUHLUIIBI U
MEXaHHU3MBbl, KOTOpbIE CIIOCOOCTBYIOT Oe3omacHocTy B Linux. OCHOBONONAraloUMH MPUHLIUIIAMU
0€30IaCHOCTH SIBJISIFOTCS TPUHIUI HANMEHBIINX MPUBUIETHI U PUHIMIT HeoOoxoaumocTH. [1epBerii
MPEIONIaraet, 4To MOJb30BaTEeNIM U MPOTPAMMBI JIOJDKHBI UMETh TOJIBKO T€ MPHUBHIIETHUH, KOTOPHIC
HEOOXOIMMBI ISl BBINOJIHEHHUsS] CBOMX 3ajad. BTopoil mpuHLIMI 3akitodaeTcss B 0OecrnedeHuu
J0CTYIa TOJIBKO K HEOOXOIMMBIM pecypcaMm, MUHUMHU3HUPYS TOTEHIUAIbHbIE YI3BUMOCTH.

CoBpeMeHHbIE MEXaHU3Mbl ayTEHTH(HKAIWKW M aBTOPHU3AaLMU B Linux HIparoT KIIOYEBYIO
pons B obecriedeHnu Oe3omacHoctr. PAM (Pluggable Authentication Modules) mpemocrassier
CTaHJApTU3UPOBAHHBIM CcHOCO0 I NpUIOKEHUH mpoBeaeHus ayreHTudukanuu. SELinux
(Security-Enhanced Linux) obecrneunBaer MaHIaTHOE YIpaBlIeHHWE JOCTYIIOM, OrpaHUYUBAas
IIPUBWJIETUH IIPOTPaMM U MOJIb30BaTeNsl HA OCHOBE MOJIUTUK Oe3onacHoctH [1, c. 248-250].

CucteMbl KOHTPOJIS A0CTyna B LinuxX BKITIOYAIOT MEXaHU3MBI YIIPABJICHUS MPaBaMH JOCTYIa
K (¢aitnam yepes cuctemy mnpas aocryna (DAC) u manaarHoe ynpasinenue gocrynom (MAC). DAC
UCHONb3yeT Biajenbla ¢ailia ans ompeneseHus nocrymna, B To Bpems kak MAC npumenser
CTPOTHE MOJUTUKH, YIIPABIIAIOIINE JOCTYIIOM Ha OCHOBE aTpvOyTOB U MOJTHOMOYMH [4].

Bpannmayspsl SBISIOTCS HEOTHEMJIEMOM 4YacTbio oOecreueHusi Oe30MacHOCTH CETEBOTO
B3auMozeiictBuss B Linux. Iptables — kiaccuueckuif MHCTPYMEHT JJIsi HACTPOMKU MpaBMIl
¢unbTpauu  naketoB. Firewalld mpenocraBisier Oosiee  ynoOHbI  uHTepdelc, M03BOMASA
aJIMMHHCTpAaToOpaM yIpaBisaTh paBUiIaMu OpaHaMayspa AMHAMUYEcKH [3].

Ceromust 0e3omacHOCTh Linux CTamkuWBaeTcss C IOCTOSHHBIMH BBI30BAMH W TpeOyeT
MIOCTOSIHHOTO COBepIeHCTBOBaHMs. COBpeMEHHbIE TEHJIEHIMHM BKIIOYAIOT B ce0s pa3paboTKy
HOBBIX MEXAaHHU3MOB 0€30IaCHOCTH, OOHOBIIEHHE sipa M HporpaMMHoOro ooecreueHus. Hosele
BBI30BHI BKITIOUAIOT B Ce0s1 yTpO3bl BUPTYaIM3alllH, aTaKl Ha YPOBHE alliapaTHOro oOecreueHus 1
PaCTYIIYIO CI0XKHOCThH KOHUTyparuii cuctem [ 1, c. 815].

[Tocnennue OOHOBIEHHUS fApa M NMPOrPaMMHOIO OOECIIEUEeHHUs] HalpaBieHbl Ha 3aKpbITHE
yA3BUMOCTEM W  ydydllleHHe CpeACTB 0e30HacHOCTH. AKTHBHOE OOHOBJIEHHE CHCTEMBI,
UCMOJIb30BaHUE  WHCTPYMEHTOB  MOHHMTOpPUMHTa M  aHanmu3a  O€30MacHOCTH  MOMOTAIOT
aJIMUHUCTpAaTopaM OIEpaTHBHO pearupoBaTh Ha HOBBIE YIPO3bl M oOecreunBaTh OE30MacHOCTD
CUCTEMHI [4].

Kpunrorpadus urpaer BaxkHyto poib B obecrneueHuu OezomacHoctu Linux. Iludposanue
(bailIoBBIX CHUCTEM, HUCIOJIB30BAHUE MPOTOKOJIOB IM(GPOBAHUS Ui 3AIIUTHI CETEBOro Tpaduka u
MOANMKUCHh IU(PPOBBIX CEPTHUPUKATOB — BCE ATH METOMABI CIIOCOOCTBYIOT YKPEIUICHHIO 3allUThI
JTAHHBIX OT HECAaHKIIMOHUPOBAHHOTO JIOCTyMa U moaenk [1, c. 129].

Cuctemsl aynuTa B Linux npeaocTaBisioT BO3SMOKHOCTb OTCJIEKUBATh COOBITHUS, CBSI3aHHBIE C
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0€301MacHOCTBI0. AyTUTOPCKHE KYPHAIIbI MO3BOJISIIOT aIMUHUCTPATOPAM CIEAUTH 32 U3MEHEHUSIMU
B CHCTEME, aHAJM3UPOBATh TMOIBITKH B3JIOMa W MPEANpPUHUMATh MEPbl B OTBET HAa WHIIUJICHTHI
6e3onacHocTH. C yBEIMYEHHEM CETEBOTO B3aMMOJICHCTBUSI 0CO00O€ BHUMAaHHE YACHSETCS CETEBOM
6e3onmacHocTH. Mexanu3mbl, Takue kKak Virtual Private Networks (VPN), Intrusion Detection
Systems (IDS), u Secure Sockets Layer (SSL) momoraror 3aluTuTh Nepeiaqdy JaHHBIX O CETH OT
HECaHKIIMOHUPOBAHHOTO JIocTyna U arak [ 1, c. 173].

Hu omna cucrema 0€30mMacHOCTH HE MOXET OBITh TMONHOCTBIO A (deKkTuBHONH 0e3
KOMIETEHTHOro mepcoHana. OOydyeHHe COTPYJHHKOB IO MpaBHjaM O€30MacHOCTH, MPOBEICHHE
TPEHUHIOB 1O pPEarupoBaHMIO HA WHIMACHTHI M CIEAYIOUIME 3a MOCIETHUMHU TEHJICHUUSMU B

obmact 0Ge30MacHOCTH — BCE ATO COACUCTBYET (POPMHPOBAHHMIO KYNBTYphl O€30MacCHOCTH B
opranuzanui [1, c. 468].
Wrak, nmomnepkanue Oe30mMacHOCTH B Linux — 3TO MOCTOSHHBIA Mpolecc, TPeOyIOMMi

BHUMAHUS K JETalsIM ¥ aKTyalbHOCTH MeXaHW3MOB Oe3omacHocTH. CoONONEHUE MPUHIIUIIOB
HAaWMCHBIIUX TPUBWICTHA M HEOOXOIMMOCTH, HCIIOJIb30BAHUE COBPEMEHHBIX MEXaHHU3MOB
ayTeHTU(UKALMY U aBTOPH3ALIUH, a Takxke d3PPEeKTUBHOE YIIPABICHUE TOCTYIIOM K pecypcam CeTH U
(aiinoB — BayKHBIE IATH K 00eCTIeYeHn 0 Oe30MMacHOCTH B cpene Linux.
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